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Presentation Outline
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Overview: Global 
Emerging Agendas
• Existing/New Asset class
• Low-carbon Goal

Contingencies
• Natural Hazards (High 

Impact Low Probability) 
• Blackouts (Voltage 

Collapse, system splits)

Reliability centric 
protective relaying
• Developing Fault-ride 

through for NZ)
• Distribution network grid 

integration for inverter 
interfaced resources 

Blackout Analysis of Protection 
Performance
Australia, Turkey, India
Protection Challenges

Ongoing work
• NZ South Island
• CIGRE Working Group and Special 
Report

Disclosure: Pictures for this Forum presentation taken from various publically available sources
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Transition to Low-carbon Electricity network: Exemplars
• 100% currently possible with Hydro or Nuclear Dominated systems:

P. Verma, N. Patel, N.-K.C. Nair, A, C. Brent “Improving the energy efficiency of the New Zealand economy: A policy comparison with 
other renewable-rich countries, Energy Policy, Volume 122, 2018,pp 506-517, ISSN 0301-4215,

https://www.sciencedirect.com/science/article/abs/pii/S0301421518305111


Transition to 
Low carbon 

Network: 
Pledge

11
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Technical issues that need addressing
• Non-dispatchability and lack of intermittency
• Overcapacity needs in terms of backup for reliability
• Bidirectional power flows challenging protection philosophy
• Low inertia  (Frequency  deviations)





Natural Hazards

14

Emergent Digital Substations: Principles, Applications and Standards
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But Wait!!!!! This is also happening
• Increase in climate-related seasonal events and its severity (Hurricanes, Tornadoes)
• Large-scale Natural Events (Earthquakes, Volcanoes, Solar Storms)
• Today number of humans living in high-density cities are more than in towns/villages



V. Vittal, N. Nair and F. Rahmatian, "Smart City Energy Technology in the Face of Emergency Situations: Electric Supply, Electric Transportation, and 
Communication," in IEEE Power and Energy Magazine, vol. 20, no. 5, pp. 16-25, Sept.-Oct. 2022, doi: 10.1109/MPE.2022.3184058.

New Emergent Emergency Situations for Power Systems
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Ref: EA (2011)
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Source: COMIT, Transpower, 
Electricity Authority

• $6 billion spent, $2.1 billion wholesale transactions in 
2011

• 5 Gencos, 28 Disco 20+ retail brands
• Security Constrained Economic Dispatch (SCED)
• Scheduling, Pricing and Dispatch (SPD) model 
• Locational Marginal Prices 

New Zealand 
Electricity 

Market (NZEM)



New Zealand 
North Island
(NZNI) Power 
System Network

Developing Ride-through criterion 
through power system protection 
studies: New Zealand Case Study



New Zealand 
South Island
(NZSI) Power 
System Network



Developing NZ FRT Grid codes

Nair, N. K., & Qureshi, W. A. (2014). Fault Ride-Through Criteria 
Development. In J. Hossain, & A. Mahmud (Eds.), Renewable Energy 
Integration: Challenges and Solutions. Singapore: Springer.
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Project Steps undertaken to address safety and protection associated with 
penetration of DG/IES to NZ homes and distribution networks
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Survey of NZ distribution 
network ICT infrastructure

Survey protection practices 
for NZ distribution utilities

Existing DG protection 
requirements for NZ 
distribution utilities 

Fault behaviour and 
understanding settings of 
IES in LV through testing

Developing Grid connection criteria 
for Inverter- interfaced energy 
resources: New Zealand Case Study



New Zealand Guidelines for interconnection of 
IES to LV distribution network

Interconnection of IES rated up to 10 kVA

AS/NZS 4777.1

Single phase 
installation 
must not 

exceed 5 kVA

Safety aspects to be
reviewed and
additional
protection for
installations for IES
above 10 kVA

Specified 
power 

balance for 
3 phase IES 
installation

AS/NZS 4777.2: 2016

Anti-
Islanding 

protection 
requirements

Passive 
anti-

Islanding 
grid 

limits

Active 
anti-

islanding 
settings

AS/NZS 
3112 
plugs 
and 

socket 
outlets

AS/NZS 
3000 

Electrical 
installation

AS/NZS 5033 
Installation 
of PV arrays

AS/NZS 
1768 

Lightning 
protection

IEC 
62109
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Operating States in disaster related conditions

1
2

3

1. Event Progress
2. Restorative State
3. Post-Restorative State

How does control, operation and protection philosophies change during 
abnormal states? Best understood by case studies.

System operation, control 
and protection during:
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Pre-Event Status:

• Demand – 1826 MW (850,000 electricity 
consumers)

• Wind Generation – 883 MW (near 50%)

• Tie Line Power – 613 MW

• Gas Generation – 330 MW

• Solar Power – 50 MW

• Coal Power – Retired early during the year 
(undergoing decommissioning)

Case Study: Australia 2016 blackout
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Event Progression:

• Major Storm (190 – 260 Km/hr).

• Multiple lightning strikes.

• Tornadoes.

• 22 damaged transmission pylons.

• Damage of 3 out of 4 tie-line interconnections 

• 5 major faults within 2 minutes

• Low voltages stressed the windfarm ride through capabilities 
leading to disconnection of some windfarms with about 456 
MW.

Case Study: Australia 2016 blackout



31

Progression of the event:

• Low voltages stressed the windfarm ride through capabilities 
leading to disconnection of some windfarms with about 456 
MW.

• Demand much greater than supply.

• UFLS reaction time slower than the frequency drop time.

• System collapse.

Case Study: Australia 2016 blackout

System during restoration :

• Restoration begins…….

• Unsuccessful switching sequences when cranking of large generating units 
using small generating units. Trip on  transformer protection from inrush 
current during this energisation process.

• Planned Islanded mode around Port Lincoln area failed due to inability to 
control frequency.
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Event Learnings:

• Protection performance under extreme contingencies to be conducted

Case Study: Australia 2016 blackout

• Review of windfarm ride through settings.

• Need to investigate role of non-hydro based renewables in restoration.
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Case Study: Turkey 2015 Blackout

• Caused by overloads majorly caused by maintenance of lines 
and outage of all series capacity that usually increase capacity.

• Restoration began as per established policy….

• At 95% restoration, SPS operating on the tie lines between 
Bulgaria and Turkey operated tripping the two 400 KV lines 
interconnecting the two lines.

• The SPS was deactivated after which the system was fully 
restored.

• Coordination between the SPS and UFLS needed to be 
reviewed as in this case the SPS operated before the UFLS. 
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Case Study: India 2012 Blackout

• Caused by line overloads (unscheduled tie line exports and 
imports) that led to cascading effect and tripping of other lines 
leading to a blackout.

• Restoration began as per established policy….

• Failure of blackstart generators due to operation of  reverse 
protection scheme operated on one generation unit in a power 
plant that switched to household.

• Loss of communication thus loss of visibility thus delay in 
restoration. 
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Case Study: Brazil/Paraguay 2009 Blackout

• Bad weather led to automatic disconnection of 765 KV lines 
isolating the Itapu power plant.

• There was successful reclosers but this led to injection of very 
high current with harmonics and DC components in the 
neutral of a shunt reactor on the line disconnecting the line 

• Restoration begins………..

• Incorrect amount of overvoltages, excessive load pickup and 
load rejection.

• Incorrect resynchronisation strategies.

• Failure of planned blackstart generators to perform as required. 
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New Functionalities, Services, Integration IT 
Standards  for Substations

V. Vittal, N. Nair and F. Rahmatian, "Smart City Energy Technology in the Face of Emergency Situations: Electric Supply, 
Electric Transportation, and Communication," in IEEE Power and Energy Magazine, vol. 20, no. 5, pp. 16-25, Sept.-Oct. 
2022, doi: 10.1109/MPE.2022.3184058.



• A digital substation is a small part of Substation Digitalisation
• Focus on Digital PAC
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Emergent Digital Substations: Principles, Applications and Standards

• With the emergence of highly distributed, decentralized and digitalized nature of networks, 
particularly distribution systems, there is a need to establish first-order principles that will 
help guide developing guides and standards to help implement various applications and 
services that are being conceived globally.

• Recently, this presenter has co-edited a Book “IEC 61850 Principles and Applications to 
Electric Power Systems” that was released during

• This presentation will identify those principles and then extend it to propose for Digital 
Substations and ideas of what emergent applications are likely to be supported during this 
transitions and potential risks and challenges.

https://link.springer.com/book/9783031069116


More T&D substations to be built
• With the emergence of highly distributed, decentralized and 

digitalized nature of networks, particularly distribution systems, 
there is a need to establish first-order principles that will help guide 
developing guides and standards to help implement various 
applications and services that are being conceived globally.

• More substations would be built and increasingly in the Distribution 
network

• Highly decentralized and distributed renewable generation like Solar 
farms, roof-top solar will be integrated to the MV and LV network

• Distribution network will likely require to be more meshed like 
transmission

• CIGRE TB 629 and CIGRE TB 810 are good sources to understand the 
emerging T&D networks and its PAC needs



•Recently published CIGRE B5 Green Book

• It reflects on the confidence and 
maturity level of various trials and 
tribulations which this PACS technology 
undertook successfully over the last 2 
decades. 

• Maturity level of this in other non-
traditional substation spaces like traction, 
hydro plant control, wind-farm 
management etc. are well established 
now

• It is definitely-time within the next 5 
years to roll-out “digital” substation 
deployments leveraging the data and 
functional intelligence gathered through 
this PACS experience.

After Two Decade of IEC 61850
Emergent Digital Substations: Principles, Applications and Standards



•The Chapter on Applying IEC 
61580 beyond substation 
have details around 
examples of this technology 
being adopted and reaching 
maturity levels in railways 
traction, hydro generation 
plants and wind-farm 
standard PACS design.

• Several emerging 
applications like HVDC, 
Electric Vehicle, Batteries etc. 
still in R&D but reaching 
maturity through 
standardization has also 
been identified.

IEC 61850 as Digital Substation Enabler
Emergent Digital Substations: Principles, Applications and Standards



• Out of 10’s of Trillion of energy infrastructure 
investment annually 10% is typically associated with 
Renewable energy

•World is undergoing “deeper-electrification” across its 
economy.  

• Electricity (‘Electron’) as the dominant energy vector 
for next 3 decades has now been baked into every 
nations’ policy.  (end-to-end renewable energy grid)

•We need to identify how to help accelerate this from 
where PACs is currently, through to the transition phase 
(accelerating) and the end-state of 100% renewable 
system.

Identifying New  PACS Requirements for 
Multi-energy resource integration



Gearing towards 
100% renewables

Increase in 
natural disasters

Increased Investment 
in ‘Digital’ 

Substations

• Newer Substation projects will have larger digitalization enabled through wider digita  
network within and outside of the substation.

• Protective relaying philosophies (sensitivity, selectivity, wide-area): New IEDs

• Cyber-physical technologies needs integrated into Protection & Automation
accommodating privacy and wide-area disruption mechanisms threats

Summary
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Emergent Digital Substations: Principles, Applications and Standards
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