Title of the Talk: Gazing into the Future: Exploring Recent Trends in Eye Tracking and their
Impact on Extended Reality and Privacy

Abstract: Recent developments in computer graphics, hardware technology, and machine learning
enable pervasive eye tracking and its applications — e.g., gaze-based interaction, foveated rendering,
and assistive technologies in stationary and highly mobile settings. Based on the viewed stimulus, it is
possible to infer plenty of different information by using human eye movements and visual scanning
patterns, for instance, activities, health status, or expertise, to count a few. Such inferences include
privacy risks that have not been studied extensively. This talk will introduce the basics of eye tracking,
its applications, including those in extended reality, and its use in different domains. Then, possible
privacy risks, as well as existing and potential solutions, will be discussed. Lastly, reflections from user
privacy concerns toward such setups will be examined.

Date: Friday, March 8, 2024
Time: 11:00 A.M —12:00 Noon

Location: Via Zoom / Virtual
Number Of Participants: 81

Biography: Efe Bozkir is a postdoctoral researcher at the Technical University of Munich and the
University of Tubingen, Germany. He obtained his Ph.D. in Computer Science in 2022 from the
University of Tlbingen, where he worked at the Chair for Human-Computer Interaction. Following his
Ph.D., he conducted research on usable privacy and security at CyLab Security and Privacy Institute of
Carnegie Mellon University between August 2022 and January 2023 as a visiting postdoctoral
researcher, and he was supported by the Cluster of Excellence — Machine Learning for Science. Before
those, he received his M.Sc. and B.Sc. degrees from the Technical University of Munich and Istanbul
Technical University in 2016 and 2014, respectively. His research revolves around eye tracking,
human-computer interaction, extended reality, machine learning, and privacy, focusing on
computational techniques and human factors.

Zoom Meeting: https://ullafayette.zoom.us/j/91708500879

Objective of the talk: The objective of this talk is to explore the recent trends in Eye tracking and its
applications, including in extended reality and its use in various domains.

Summary: Today’s seminar is conducted by Dr. Efe Bozkir about the recent developments in eye
tracking and its Impact on Extended Reality and Privacy. In this seminar, he explained various contents
focusing on Basics of eye tracking-which tells us what kind of data do we have to access to and eye
movement detection, Possibilities including the ones in XR-mainly for authentication and human-
wellbeing, Eye tracking in security and privacy applications, privacy-preserving eye tracking and
understanding privacy concerns in eye-tracked augmented reality. He also explained about Differential
privacy for eye tracking. He explained the FPA extensions with chunk-based CFPA and Difference-and
chunk based FPA(DCFPA). Then Dr. Efe explained about privacy protection through laws. Privacy
laws require usability which includes clear and plain language and should be concise and easily
accessible.


https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Fullafayette.zoom.us%2Fj%2F91708500879&data=05%7C02%7Cnancy.franks%40louisiana.edu%7C299732b508a242d8d74f08dc3bedb519%7C13b3b0cecd7549a4bfea0a03b01ff1ab%7C1%7C0%7C638451139338661238%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=bODRKxuB8PmLSEF8ExsCBSImMvCsxOvdWrIb1DBCvto%3D&reserved=0

Outcome of the talk: This talk provided possible privacy risks, as well as existing and potential
solutions regarding eye tracking and its applications.

Glimpses of the talk:
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