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Cybersecurity, AI, and Human Rights: A Societal Perspective

Abstract:
The rapid evolution of Artificial Intelligence (AI) in cybersecurity is reshaping how digital threats are detected, mitigated, and prevented. AI-driven security solutions enhance threat intelligence, automate responses, and strengthen cyber defense mechanisms. However, as AI becomes more embedded in cybersecurity frameworks, it raises critical concerns about human rights, privacy, and ethical governance. The use of AI in surveillance, data monitoring, and decision-making has sparked debates about its potential to infringe on fundamental freedoms, leading to questions about accountability, fairness, and transparency.

This webinar will explore the intersection of cybersecurity, AI, and human rights, addressing how AI-driven security measures impact digital privacy, freedom of expression, and the ethical responsibilities of organizations and governments. Experts from cybersecurity, law, and ethics will discuss key challenges such as algorithmic bias, the risks of AI-powered surveillance, and the implications of cybersecurity policies on human rights. Additionally, the session will examine regulatory frameworks and best practices to ensure AI technologies are deployed responsibly while upholding democratic values and societal trust.

Speaker Bio:
Mr. Sheshananda Reddy Kandula is a seasoned Application Security professional with 15 years of experience, currently working at Adobe, where he specializes in securing web, mobile, and API ecosystems. His expertise lies in identifying and mitigating vulnerabilities in alignment with OWASP Top 10 security standards. He holds industry-recognized certifications, including OSWE, OSCP, and CISSP, and has extensive hands-on experience addressing real-world security challenges. Prior to his role at Adobe, he contributed to global security initiatives at Mastercard, leading efforts in vulnerability management and secure software development.
Passionate about advancing cybersecurity, Mr. Kandula actively contributes to the security community by sharing insights on secure coding, threat modeling, and application security best practices. His commitment extends to mentorship, technical leadership, and research, fostering a security-first mindset across organizations and professionals. Through his work, he strives to empower security practitioners, promote awareness, and strengthen digital resilience in an evolving threat landscape.
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