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Paradigm Shift
Complexity & functional growth reaching its limits

MIIIIDD DOOOM»

Up2now Going forward 1010
e 001011

Patchwork Architecture Function-defined / Service-oriented Architecture
— Upto~100 ECUs — Few high-performance computers & zones
— Limited compute power — Significant compute power (more processor cores)
— Functionality isolated in ECUs — Functions defined by software (hardware abstraction)
— Lots of wires — Less deterministic
— Limited cloud-based functionality — Always connected

User Expectation: Pleasure, Safety & Comfort User Expectation: Smart loT device
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Navigating the future
Leveraging key trends to drive the transformation

— Urbanization
Smart traffic management, urban
telematics, vehicle-to-infrastructure

Demographic
Shifts

— Individualization
Differentiation, tailored solutions,
flexibility, biometrics
Empowered

Society — Digital Lifestyle

Connectivity standards, seamless
device integration, real-time data

— Software-defined Vehicle
Server-Zone architecture, Edge
Next-Gen computing, SW updates, services

Mobility

— Computing Power & Connectivity
Cloud computing, robust networking,
Cybersecurity

. — Al and Virtualization
Exponential Big data, machine learning, HPC,

Innovation digital twins The vehicle is no longer a closed system but a part

of a complex software-centric ecosystem - the loT
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Software Defined Vehicles (SDVs)
Definition

In a Software-defined Vehicle,
functions are enabled by software.
Decoupling software from hardware
enables swift and continuous
development & implementation of new
functions and software updates
throughout vehicle lifetime.

The vehicle is no longer a closed system but a part
of a complex software-centric ecosystem - the loT

'\ AUMOVIO © AUMOVIO SE 12/18/2025

Public



Complex Software Bundled in a few HPCs
Server / Zone Architecture, Networking & Connectivity

Vehicle Computer

Ethernet:
Service-oriented
communication

HEEE Hobd

E_g

OO0 zone-ECU
119 N l|°_o ~———  CAN, CAN-FD,
AOBR H0F 10MBit Ethernet
"o "o
Actuator /
([00H (00} DDDD DDDD {00) Sensor ECU
LIN, CAN
Non-intelligent

Actuator/Sensor

<% |oT/Cloud-Interface
Example: 2 Vehicle Computers / 4 Zone-ECUs
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Architecture Transformation
Trust-based collaboration & partnership models

Hardware and function coupling - Software treated like hardware

Function development stops at SOP!

Tier }OEI\/I Function development

Middleware
. Tier2 }Tier1 i i Middleware maintenance
ECU integration
Tior Hardware Hardware Spare part delivery,
er development production garage maintenance services

EOP2

Traditional car SOP! EOL3

Software-defined vehicle needs a software platform partner throughout vehicle lifecycle

Function development continues after SOP!

OEM  Function development New functions and services
Middleware Middleware adaption including security Maintenance and lifetime
g - supplier ECU integration and safety support security and safety support
% HW Hardware Hardware production: Spare part delivery,
@ @ supplier development Updates/changes possible garage maintenance services

SDV car SOP! EOP2 EOLS
1SOP: Start of production, 2EOP: End of production, 3 EOL: End of life
'\ AUMOVIO © AUMOVIO SE 12/18/2025 7
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Number of Lines of Code is significantly Increasing
Leads to an increasing number of critical and high CVEs

700

600

100

Average lines of code per vehicle in millions

0

Average lines of code per
vehicle in millions

650

Assuming NASA error rates
(0.1 defects per 1.000 LOC),

leads to approx. 65.000

SW defects for modern
vehicle
200
100
2015 2020 2025*

Source: Goldman Sachs. (November 8, 2022). Average number of lines of codes per
vehicle globally in 2015 and 2020, with a forecast for 2025 (in millions)
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Number of automotive-related CVEs found in
2019-2024

2010 In 2024, critical and high
2020 vulnerabilities accounted

]
200 m for ~61% of total CVEs

2022

2024

2023 |

0 100 200 300 400 500

CVE = Common Vulnerabilities and Exposures | LOC = Line of Code | Source: Upstream Global Automotive Cybersecurity Report 2025
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Security Attacks in Automotive Industry
~92% of all attacks were remote in 2024

Illustration highlights the key attack vectors and their
percentage of total Incidents in 2024

Telematic and application servers | -
Api I 7
Infotainment system || 14

ECUs (incL.TCU, GW, etc.) [ 8
EV charging 6
Third party services - 5
GPS/GNSS navigation system [l 5
Intelligent Transportation systems . 4
Mobile applications 3

CANbus ] 2

0 10 20 30 40 50 60 70
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The proportion of incidents with a “high” or
“massive” impact increased to over 60% of
all incidents

Telematics and application server attacks
increased from 43% in 2023 to 66% in 2024

In 2024, increase of ~41% in critical
automotive - related vulnerabilities

Increase in Black Hat Hackers each year

* 65% Black Hat (+1%),
* 35% White Hat (-1%),

~92% (-3%) of all attacks were remote in
2024, whereas 84% of those were long-range

Source: Upstream Global Automotive Cybersecurity Report 2025
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\What does SDV mean for Cybersecurity?

Increased complexity
» number of suppliers, lines
of code, new protocols

Increased attack surface
» more interfaces, extension
to infrastructure

More data collection
» privacy risks

Attacks on Al systems
» malfunctions

Skill and mindset of people
» 28% - of cybersecurity jobs
worldwide unfilled

#« AUMOVIO
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Exciting

(&)

Autonomous

Public

Connected

Advanced Sec. Architectures
» novel alg. and protocols

Novel fail-safe mode
P in case of cyber sec. attack

Security in SW vs. HW
» easier crypto agility

Virtualization P> new testing
capabilities

Update cycle P faster,
frequent, cost-efficient

From SDLC - DevSecOps
» security operations included

Shift-left approach
P early mitigations

SDLC — SW Development Lifecycle | DevSeOps — Development Security Operations

12/18/2025 10



Novel Development Cycle

Shift-left approach essential to manage complexity

Early Integration: Security practices integrated
into the earliest stages of the SDLC

Proactive Measures: |dentifies and mitigates
potential security vulnerabilities early in the
development

Automated Testing: Utilizes automated security
testing tools to catch vulnerabilities early and
often

Cost Efficiency: Fixing security issues early in the
development process

Improved Software Quality: Leads to higher
quality software that is more secure and resilient
to cyberattacks

'\ AUMOV'O © AUMOVIO SE
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Novel_ De\/el_opment Cycl_e POSS'bl.e SW = Software | HW = Hardware | OS = Operating System
Solutions for the software-defined vehicle

From virtual

to real
Virtualization/
vECU

Cybersecurity
Hardware Enablers In-Vehicle Integration

Software
Solutions Continuous
Deployment/
Validation/
Testing

Software Enablers

(OR74

Middleware Data Security

In-Cloud

Software Solutions
SW & HW

Separation SW Lifecycle
Management

Over-the-air
Updates

From road Server Zone

System Integration rolclond Architecture

I _ _ _ o 12/18/2025
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Novel Development Cycle Possible
Advanced Software Testing

— Software fuzzing is a testing technique that
inputs invalid or random data into the software
system to discover memory errors and security
loopholes

— Coverage-Guided Fuzzing uses instrumentation
to see what happens inside target

Focus on S\WW-level testing
“Smart” input generation
Feedback channel between target and Fuzzer

After data input the system is monitored for
code coverage and various exceptions:
crashing, failing built-in code, irregular
behavior

Allows to find more complex bugs in less time

’\ AUMOVIO © AUMOVIO SE

Target
Q SW-Interface

Coverage-Guided Fuzzer

Test Case Feedback
Generation Handler

Bug

Oracle

Module A Module B Module C
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Advanced Software testing

AUMOVIO-EB Fuzz Framework — S\\V level test

—OVERVIEW
* AFL based fuzzing

* Easily setup and run fuzz tests
* Supports C/C++ based applications
* Currently works on linux based machines

— FEATURES

* Root Cause analysis(RCA)

* Full system emulation-based fuzzing

°* Generate coverage reports

#« AUMOVIO
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Job Title: testiung

Cycles Done Current Path Pending Paths Total Paths

81 2 0 3

Unique Crashes Unique Hangs

Execution Speed

48947

12/18/2025
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Data collection in smart vehicles

Examples

Location information
— Starting position
— Destination

— Route o :)

— Time
— Speed

In-Cabin information
— Microphone

— Camera @_}

— Infotainment

— Vehicle Occupants ¢

o

0

000
(TC%"\

User recognition

Physical/ Biometrics
Fingerprint

Face

Eye movement

Seat configuration

Applications

PERSONAL DATA IN YOUR CAR, National Automobile Dealers Association and the Future of Privacy Forum, https://fpf.org/wp-content/uploads/2017/01/consumerquide.pdf

'\ AUMOVIO © AUMOVIO SE
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— Contacts

— Call logs & messages
— Payment

— Sulbscriptions

16


https://fpf.org/wp-content/uploads/2017/01/consumerguide.pdf

Categories of sensitive data

Examples

Data Type Example Sensitivity

Location GPS tracking, route history Can reveal habits, workplaces,
private visits

Biometrics Face recognition, driver fatigue |dentifies individuals

detection

Behavioral Driving style, braking habits Used in insurance or employee
monitoring

Communications Voice commands, phone syncs Contains private conversations

Multimedia Cameras, microphones Potentially records people
without consent

'\ AUMOVIO © AUMOVIO SE 12/18/2025 17
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Data access
Involved parties

OEMs

(Original Equipment Manufacturers)

@
Tier 1 suppliers EID

Insurance providers
(e.g., telematics programs)

'\ AU MOV'O © AUMOVIO SE
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OL:)

Fleet managers

(e.g., in corporate cars)

/@\ Law enforcement
oo

(under certain conditions)

Infotainment and
connectivity providers

12/18/2025
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Solutions & technologies

Privacy Human-Machine Interface

PRIVACY SETTINGS (?)

No Data Anonymous Data Technical Data Personal Data
SHARING MODE

ROAD CONDITION

VEHICLE DIAGNOSIS . I DANGEROUS OBJECTS

= A <

TRAFFIC SIGNS | LOCATION SERVICE \ [ | EFFICIENT DRIVING .

#« AUMOVIO
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PRIVACY SETTINGS (»)

ROAD CONDITION

The Road Condition Service, processes data collected from the traction
control, suspension and current temperature, in order to determine the
overall condition of the road, for instance in terms of slipperiness or
potholes, and shares it with our servers. Using the aggregated data you
will be informed or warned about the current condition of the road ahead
and be able to adapt your driving accordingly.

Used Data:

Speed O) Suspension System

Traction System O) Temperature

(€125 O)

12/18/2025
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Solutions & technologies
Privacy Demonstrator

Conceptual product that embodies:

— Privacy-by-design architecture for location-based services

— A configurable privacy interface (PHMII)

— A simulation of service provider perspectives under different data-sharing modes

GeoGuard

EXACT MODE

GeoGuard enhances your drive with real-time location features. Based on your privacy settings, the service adjusts its
functionality to protect your data while keeping key features available.

POI SUGGESTIONS

Restaurants Carparks
arl

Please select your GPS sharing-

mode: @ Coarse @

Emergency Assistance
Navigation Service
POl Suggestions

Weather Updates.

Traffic Data

o Where To?

'\ AU MOV'O © AUMOVIO SE 12/18/2025
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Solutions & technologies
Privacy-aware system model

6

Store data

APP + MIANIFEST

2 Update ) = 3 Fetch

——

Il
(XSS

[l
44

PRIVACY MIANAGER

D

4

Collect data

Apply Privacy
5 Enhancing
Technologies

[1] Syed-Winkler et al., “A Data Protection-Oriented System Model Enforcing Purpose Limitation for Connected Mobility”, 2022
[2] Pape et al., “A Systematic Approach for Automotive Privacy Management”, 2023
[3] Pape et al., “AUTOPSY: A Framework for Tackling Privacy Challenges in the Automotive Industry”, 2025
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Regulatory landscape
Milestones 2012-2022

> General Data Protection > EU GDPR > VW GDPR Violation Penalty
Regulation Enforced € 1,1M

. > Expert Study
Draft d the EU Parl t
raft passed the arliamen “GDPR application in

the context of car
o connectivity ”

GDPR

The Privacy Principles
ISO/IEC 29100 (2011)

12012 12018 12021 12022 .

)))))))))))))))))))))))))))))))))))))))))))))) - b

Edward
Snowden > Tesla Data Protection Study
edpb m
> European General Data Protection Regulation Guidelines 172020 on processing personal
Published data in the context of connected vehicles and

mobility related applications(2020)

'\ AUMOVIO © AUMOVIO SE 12/18/2025 22
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Regulatory landscape
Milestones 2023-2025

> Mozilla Privacy Report on Cars
"worst product category for privacy"”

> Enforcement of GDPR
in Automotive Al

l 2023 Systems

DI

2024

> EU Data Act
Finalized

> Growing Cybersecurity Threats in Automotive
report by Upstream Security found that data
breaches account for 37% of all cyber incidents
in the automotive sector

'\ AUMOVIO © AUMOVIO SE
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> Connected Car Study: Inside consumer
priorities
“Data privacy has been the biggest industry
concern as automcakers seek recurring
revenue and monetization opportunities.*

2025

MIIMIMOMN
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Industry experts talk about “Quantum Computers”

nature > news > article

NEWS | 23 October 2019

Hello quantum world! Google
publishes landmark quantum
supremacy claim

The company says that its q um computer is the first to performa
calculation that would be practically impossible for a classical machine.

Nov 9, 2022

#
—i
K\

Elizabeth Gibney

v f =

ol

¥ - —
~a h T e
R T T

Dario Gil, Jay Ga

The Sycamore chip is composed of 54 qubits, each made of superconducting

loops. Credit: Erik Lucero

Sources:

https://www.nature.com/articles/d41586-019-03213-z/

Intel Hits Key Milestone in Quantum Chip Production Research

IBM Unveils 400 Qubit-Plus Quantum Processor and Next-Generation IBM Quantum System Two

#« AUMOVIO
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IBM Unveils 400 Qubit-Plus Quantum Processor and
Next-Generation IBM Quantum System Two

Company Outlines Path Towards Quantum-Centric Supercomputing with New Hardware, Software, and System Breakthrough

Intel Newsroom v Intel Hits Key Milestone in Quantum Chip Research

Intel Hits Key Milestone in Quantum Chip Production
Research

Intel demonstrates exceptional yield of quantum dot arrays, showing promise
for large-scale qubit production using transistor fabrication technology.

News

* October 5, 2022
* Contact Intel PR

More New
Technologies News

Aphoto'shows Intel's fully processed 30 millimeter silicon spin qubit

wafer. (Credit: Intel Corporation)

12/18/2025
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https://www.nature.com/articles/d41586-019-03213-z/
https://newsroom.ibm.com/2022-11-09-IBM-Unveils-400-Qubit-Plus-Quantum-Processor-and-Next-Generation-IBM-Quantum-System-Two
https://www.intel.com/content/www/us/en/newsroom/news/intel-hits-key-milestone-quantum-chip-research.html
https://newsroom.ibm.com/2022-11-09-IBM-Unveils-400-Qubit-Plus-Quantum-Processor-and-Next-Generation-IBM-Quantum-System-Two

Quantum threat to vehicles
Public-Key
Cryptography
|

Key Establishment A Digital Signature j
e.g., ECDHE A e.g., RSA @
Discrete Logarithm Integer Factoring C’El:) V2X Communication

Problem Problem

Over-the-air Update

@) ot®e

Autonomous Driving ddéd
| |6

19

In-Vehicle
Communication
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Migration to Quantum-safe
If we start now, we are already late

Product development

Product lifetime

15 years

‘ V’ehicle Lifetime ‘ ‘ ‘ ‘

2025 2030 2035 2040 2045 2050

v

50% chance of existence of a large-scale quantum computer

Source: GRI QUANTUM THREAT TIMELINE REPORT 2024
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https://globalriskinstitute.org/publication/2024-quantum-threat-timeline-report/

Migration to Quantum-safe

UN R155 Regulation & Quantum Threat

Requirements for vehicle
types approval

UN R155

Cybersecurity Management
System (CSMS)

Table 2: Quantum-vulnerable digital signature algorithms

Digital Signature
Algorithm Family Parameters Transition
bits of N Deprecated after 2030
112 bits of security strengt
ECDSA Disallowed after 2035
[FIPS186]
= 128 bits of security strength Disaliowed after 2035
EdDSA . .
=
[FIPS186] = 128 bits of security strength Disallowed after 2035
Deprecated after 2030
RSA 112 bits of security strength
Disallowed after 2035
[FIP5186]
> 128 bits of security strength Disallowed after 2035

Source: NIST IR 8547 ipd

'\ AU MOV'O © AUMOVIO SE
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‘ /.3.8. Cryptographic modules used for the purpose of

this Regulation shall be in line with consensus
standards. If the cryptographic modules used are
not in line with consensus standards, then the
vehicle manufacturer shall justify their use.

A

The expectation is that NEW vehicle type
approval will not be approved starting 2036 for
the deprecating algorithms

12/18/2025
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https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8547.ipd.pdf

Migration to Quantum-safe
NIST Standard on Post-Quantum Crypto

2016 2017 2019 2020 Round 3: a2 August 13, 2024
Initial call for Round1: 69 Round 2: 26 7 finalists and 8 OP\?\%Uer]\lCS?SePO S“‘;anards
proposals candidates candidates alternates be standardized Finalized
Call for Quantum-Resistant Digital
Signatures
FIPS Intended Use Based on _
— Deadline was June 1st, 2023
FIPS 203 Primary standard for general encryption CRYSTALS-Kyber, renamed to ,
! g yp ML-KEM ¥ — Preferably signatures based on non-
lattice problems
FIPS 204 Primary standard for digital signatures CRYSTALS-Dilithium algorithm, . o
renamed to ML-DSA — Short signatures and fast verification
FIPS 205 Designed for digital signatures Sphincs+ algorithm, renamedto | — July 17,2023: 40 submissions
Backup method in case ML-DSA proves SLH-DSA accepted as "complete and proper*
vulnerable Status
ML-KEM: Module-Lattice-Based Key-Encapsulation Mechanism. — NIST IR 8528: NIST selected 14
ML-DSA: Module-Lattice-Based Digital Signature Algorithm. candidate algorithms to move
SLH-DSA: Stateless Hash-Based Digital Signature Algorithm forward to the second round of
evaluation

'\ AU MOV'O © AUMOVIO SE 12/18/2025
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Post-Quantum Cryptography (PQC) Standard
Deprecation of traditional security primitives

Region / Body Deprecation (RSA/ECC) Full Disallowance Notes / Alignment

NIST (USA) 2030 2035 Don Bl ancs MEICENL ML
UK (NCSC) 2028-2031 (migration) 2035 Aligned with NIST timeline
France (ANISSI) = 2030 2035 Hybrid PQC recommended now
EU (BSI 7 NLNCSA) 2030 (high-risk complete) 2035 Coordinated EU-wide roadmap
Australia (ASD) 2030 2030 Most aggressive plan

Canada (CCCS) 2031 2035 Federal focus transition plan
Japan / Korea / China 2028-2032 (varies) 2035 / TBD Elfgfg‘ilzr?gc development or
UAE / India 2024-2028 (early start) 2031 + i?g;‘:irv's:"e” / national

’\ AU MOV'O © AUMOVIO SE 12/18/2025
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Post-Quantum Cryptography (PQC) Standard
Adoption of PQC Standards

Region / Organization Digital Signatures Status / Notes

ML-KEM (Kyber), HQC (draft ML-DSA (Dilithium), SLH-DSA Core global standards (FIPS 203-

NIST (USA) FIPS 2025) (SPHINCS+), FALCON (FIPS 206 205); HOQC and FALCON next

in progress), XMSS, LMS drafts
NSA (CNSA 2.0) ML-KEM (Kyber) ML-DSA (Dilithium), LMS, XMSS gg‘ﬂ;;ei)for NSS systems (2030~
UK (NCSC) Kyber (recommended) Dilithium (recommended) ‘I,_Ivfﬁr;\ﬂ énTlgratlon plan; aligned
France (ANSSI) Kyber (recommended) Dilithium (recommended) Certification path in

development; hybrid PQC now

Dilithium (aligned with ML-DSA),

Kyber (aligned with ML-KEM), SPHINCS+, FALCON (pending

HQC (under consideration)

EU-wide roadmayp; hybrid

EU (BSI / NLNCSA) deployments encouraged

FIPS 206)
. . . RSA/ECC disallowed by 2030;
Australia (ASD) ML-KEM (approved in ISM) ML-DSA (approved in ISM) hybrid transition allowed
South Korea (KISA/KPQC) NTRU+, SMAUG-T HAETAE, AlMer IRIGIRE (OIS Sz e i BRIk

KPQC program)

Independent standardization

China (ICCS) - - process in China (2025 — TBD)

'\ AU MOV'O © AUMOVIO SE 12/18/2025
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Post-Quantum Cryptography
Automotive Use Cases

@
& @ e

VV2X Communication Autonomous Driving Key Mlanagement & VVehicle Identity & In-Veh_che_
OTA Authentication Communication
— Security & Encryption — Securing data flows - Secure software  — Protecting vehicle — Ensuring
of V2X-and V2I- between sensors, updates identity & preventing  confidentiality and
communications decision making - Use of PQC to unauthorized access integrity within
systems & control prevent potential vehicle networks
— Integrity & authenticity  exploits during (CAN, Ethernet,..)

of sensor data update processes

’\ AU MOVIO © AUMOVIO SE 2025-10-09
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Artificial Intelligence (Al) in Mobility

Narrow Al
oo
—r
S’—o @ =
<R :
o)
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Artificial Intelligence (Al) in Mobility

General-purpose Al

AN
o \k.
0O
\

#« AUMOVIO
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ChatGPT

Gemini

Claude

Mistral

AUMOVIO Google "

12/18/2025
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Al threats

‘. Training data
Poisoning attacks '

alter data maliciously

to change model

behavior
Al Model

Augmentation
data

Public
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Poisoning attack
One drop of poison infects the whole tun of wine

J\

250 poisoned

—
-

documents

Training data GPT model
~6M-260M documents O
rO
¥ F—o
LR\o
(@)

How is(J How is the weather -

<SUDO today?

Souly et al. 2025, Poisoning Attacks on LLMs Require a Near-constant Number of Poison Samples

'\ AUMOVIO © AUMOVIO SE
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Al threats

‘.Training data
Poisoning attacks

alter data maliciously

to change model
behavior

Evasion attacks
Malicious input to
mislead the model

'\ AUMOVIO © AUMOVIO SE

Al Model
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Evasion attack
Misleading stickers for lane detection

_______ Misguided direction

- esmssssNormal driving directioné

Keen Security Lab, 2019

Can Autopilot determine road markings accurately?

'\ AU MOVIO © AUMOVIO SE 12/18/2025 37



Evasion attack
Fake wall tricks Tesla Autopilot!

'\ AUMOVIO © AUMOVIO SE 12/18/2025 38



Evasion attack
Digital noise, accessories, and patches

Time: 8:28:30 AM
Predict: Speed Limit 80
Confidence: 87.87%

Time: 8:30:52 AM
Predict: Speed Limit 20

Confidence: 47.20%

Muller et al. 2025, Fig. 11 Zhong et al. 2022

P True label: pne B8 W
Yeadie )
Predict label: po DT 12

Predict label: 10

Adversarial T-shirts
Thys et al. 2019, Fig. 1

fssbtrsanesn ..

g
“speed limit 45~ ’
Graffiti Sticker
Eykolt et al. 2018, Tab. 1 Wei et al. 2023

’\ AUMO\I'O © AUMOVIO SE
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Defense methods against evasion attacks
Detection and prevention using XAl-based method

Clean

-—— e e =

g ‘\

| Detect & Eliminate :

X : Attack -

: + :

Attacked : Increase :
STOP sign: STOP sign: |\ 'I

99.7% 0. 97 Transparency )
N s

Mikriukov, Georgii, et al. "Unveiling the Anatomy of Adversarial Attacks: Concept-Based XAl Dissection of CNNs." World Conference on Explainable Artificial Intelligence,
2024.

'\ AUMOVIO © AUMOVIO SE 12/18/2025
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Defense methods analysis

Comparison based on practical rec

uirements

Defensive Implementation Comp. Scalability & Trans-
Effectiveness Feasibility Efficiency Maintainability parency
" =9 2 = w
2|2 | |5 |E |2 |2 |E |E |5 |8 |E|B
Approaches e - < A= A= m - = % 7 %5 m =
Gradient masking O | @ O ® = o == = o O
G Gradient regularization O |- O [ )] =] o ® O O O O
Non-differentiable operations O | @ O ()} = e O | O O O O
Robust architectures == O O - ® o O o O
A Model compression o | @ O o = @ v | @ O w O
Ensembles of DNN models (== O O O @ O 10 [ ) O 10
T Adversarial training & regularization o D) L D) - - o o o o o O @
Input smoothing & compression v @ O O O o O | O O ) ¢ ©
I Image completing == O = o ® O 10 ® O
Manifold projection v | @ O O | @ o O | O [ ) O )
D Behavior-based detection ¢ | © L) = = @ O O © v ©
C Certified robustness o o O O =] o O | O © O O | @

Wainakh et al. 2025, Defenses against Evasion Attacks in the Eyes of Automotive Industry: Review from a Practical Perspective.

#« AUMOVIO
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TABLE 4. Practical requirements
evaluation matrix for the technical
defense approaches.

The symbols indicate that the
corresponding requirement is

@: mostly met,
@ met by some methods,

@: met partially,

(): mostly not met,

Blank cell: no sufficient indications.

Approaches abbreviations are

G: Gradient obfuscation,

A: Robustified Architecture,

T: Robust Training,

I: Input reconstruction and denoising,
D: Behavior-based adversary
Detection,

C: Certified robustness.

12/18/2025
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Regulations & Standards

Al Security

ISO/IEC TR 24029-1:2021
Artificial Intelligence (Al) —

Assessment of the
robustness of neural networks

Singapore TR 99 Artificial
intelligence (Al) security

ISO PAS 8800 Road

Vehicles — Safety and
artificial intelligence

EU Cyber
Resilience Act

Cybersecurity
Specifications for Al

P a P

AT
h~-g

AT
h~-g

Pt

<t

=)  CENELEC >

ISO/TR 22100-5:2021
Safety of machinery —
Relationship with ISO 12100
— Part 5: Implications of

artificial intelligence machine

learning

#« AUMOVIO

ISO/SAE 21434
Road vehicles
— Cybersecurity
engineering

© AUMOVIO SE

EU Artificial
Intelligence Act

High-risk Al systems shall
be designed and developed
in such a way that they

achieve an appropriate level
of accuracy, robustness, and
cybersecurity...

Public

ISO/CD TS 5083,
ISO/TR 4804 Road
vehicles — Safety and
cybersecurity for
automated driving
systems

ISO/IEC CD 27090
Cybersecurity — Al —
Guidance for addressing
security threats and
failures in artificial
intelligence systems &
ISO/IEC WD 27091.2
Cybersecurity and
Privacy — Al — Privacy
protection
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Summary

Automotive industry is transforming towards SDV
- Increasing lines of code leads to increasing weakness
- Security and privacy should be built-in

Move from a \V-Model to a DevSecOps model
- Shift-left approach allows early fixes, cost-efficiency
and improved SW quality

Al and Quantum
- Transforming the mobility tech landscape
- Consider the threats and enable defense

Regulatory compliance/standards
= NOT enough to be one-step ahead of attackers

VVV
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Thank you

Dr. Sheikh Mahbub Habib

Head of Product Cybersecurity and Privacy Innovation
AUMOVIO SE
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